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Business Security consultant

• Since march 1, 2020 at Fox-IT

• Previously: Volmac / Cap 

Gemini, Planet Internet, KPN, 

independent, SIDN.

• Favorite podcasts: Security 

Now & Darknet Diaries

AD BRESSER
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FOX-IT AT A GLANCE

Foundation

Fox-IT is founded as a 

consultancy firm for forensic 

expertise.

First SOC in Europe

Fox-IT is the first company to 

launch a Security Operations 

Centre (SOC) in Europe.

Philips Crypto takeover

Fox-IT takes over Philips Crypto 

technology to focus more on 

advanced cryptography for the 

government.

1999 2001 2003 2006

Threat Intelligence

Fox-IT sets up the Threat 

Intelligence Research Centre 

aimed at financial institutions.
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2015

NCC Group

Fox-IT becomes part of NCC 

Group

2019 2020

Universiteit Maastricht

On 23 December 2019, there is a 

serious cyberattack against 

Maastricht University (UM). 

Experts repair the damage and 

reactivate all systems. Fox-IT 

assist in crisis management, 

charting the attack and 

conducting forensic 

investigations and advises during 

the recovery process.

Evil Corp/ WastedLocker

WastedLocker is a new 

ransomware locker we have 

detected being used since May 

2020. We believe it has been in 

development for several months 

prior to May 2020.



Major trend: targeted ransomware

From our latest quarterly Threat Report Update:

• Threefold increase in targeted ransomware attacks in 2021

• Continuing waves of digital extortion in the form of targeted ransomware

• Between April and June

• 22% of ransomware data leaks attributed to Conti ransomware (now inactive)

• Avaddon ransomware linked to 17% of ransomware data leaks

• Significant trend: double extortion - threatening to leak the stolen sensitive data of non-
paying victims to damage organizational reputation 

• One notable example is the Colonial Pipeline ransomware attack in June, carried out by 
affiliates of the DarkSide ransomware.



Take a broad security view

People

Process

Technology

Prevention Detection Response

Regulations
Security 

maturity
GovernanceThreats



Assume breach and prepare

People

Process

Technology

Prevention Detection Response

Regulations
Security 

maturity
GovernanceThreats

Focus 

today
Awareness,

Patching, 

Scanning, 

Hardening

, Backups 

(offline / 

immutable & 

testing), 

Firewalls

Endpoint 

protection, 

Network 

segmentation



Security incident detection by Employees

• People
• Attentive employees are crucial; work on awareness

• Test with Phishing campains

• Process
• Easy reporting, swift follow-up

• Technology
• Email box



Security incident detection by technology

• Technology
• IDS / Sensor, EDR (Endpoint detection and response), 

Logforwarding (e.g. firewall, proxy), SIEM (Security information and 
event management), Honeypots, Leaked information monitoring

• Process
• AI, ML, Usecases

• Classification, SOC

• People
• Security analysts 



Security incident response

• People
• Forensic experts

• Crisis organization

• Process
• Forensic readiness: log-file retention, access / cooperation at suppliers

• Retainer (secure capacity)

• Playbooks

• Restore backups (off-line / immutable)

• PRACTICE! 

• Technology
• Log-file analytics tooling



WHAT MAKES US
DIFFERENT?
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PREVENT DETECT RESPOND

PEOPLE

PROCESS

TECHNOLOGY

As a full service security company we can help in all stages of cyber risks.

OUR SOLUTIONS

THREAT INTELLIGENCE 
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Exploit Control Execute MaintainDeliverWeaponiseRecon

PRE ATT&CK ATT&CK™

Consultancy

& Academy Digital Forensics

Emergency 

Response

(Retainers)

Managed Intelligence

Service

Penetration testing & 

security assessments

Managed Detection & Response



GLOBAL FUSION CENTER & RIFT SIMPLIFIED 
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RED TEAMING INCIDENT RESPONSE PENETRATION TESTING THREAT INTEL OPEN SOURCES

MDR ACADEMY CONSULTANCY TESTING SOC

GLOBAL
FUSION
CENTER

24/7 WORLDWIDE

DATA DATA DATA DATA DATA



CALL US 
BEFORE YOU NEED US
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