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2. Cyber threat landscape
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Threat levels rising

Moving upstream



Attacker’s sophistication
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2. Cyber threat landscape
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3. The major league of adversaries

Rugbyworldcup.com
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3. Fundamentals



3. Fundamentals and resilience
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Attacker’s sophistication
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4. TIBER-NL attack simulations

TIBER
Fundamentals



TIBER-NL redteaming
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19-4-2018
1. Reconnaissance 2. Get in 3. Get through 4. Get out

TIBER-NL redteaming



TIBER-NL redteaming
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TIBER-NL
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TIBER-NL:framework roles and involvement
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Redteaming: the world from a different perspective
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Thank you

Petra Hielkema

Division Director Payments and Market Infrastructures
Dutch Central Bank

p.e.hielkema@dnb.nl
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Useful links

CPMI-IOSCO guidance on cyber resilience for financial market infrastructures

https://www.bis.org/cpmi/publ/d146.pdf

TIBER-NL guide

https://www.dnb.nl/binaries/TIBER-NL%20Guide%20Second%20Test%20Round%20final_tcm46-

365455.pdf?2018032811
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