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Inventing Networking
ARPANET ‘60 & 70s*

*https://en.wikipedia.org/wiki/ARPANE
T https://www.networkcomputing.com/
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Inventing Networking
‘75 ETHERNET BY XEROX – IEEE 802.3x – DATA PLANE
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Inventing Networking
‘89 BGP  - “2 NAPKIN PROTOCOL” – CONTROL PLANE
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Inventing Networking
’84 MULTI PROTOCOL ROUTING – STANFORD UNIVERSITY
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The Cloud Evangelist
‘97 Different view on networking and computing
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‘It's faster in every case to talk to the server now than it is my 
local hard disk... Carrying around these non-connected 
computers -- with tons of data and state in them -- is 
byzantine by comparison’

‘You've got to start with the customer experience and work 
backwards to the technology’

Controversial Quotes
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DISRUPT, or GO HOME!
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Consumer driven adoption
>’10
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Consumption models (OPEX)
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Causes Digital Transformation
>’10
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More trends, more data, more bandwidth
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Before connecting Users to the 
Data Center was the Priority

Users

Data Center

Applications

WAN
Branch/Campus

Internet

Best 
Effort
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WAN

Then the Way We Worked Changed

Mobile Users

Campus & Branch Users

Devices & Things
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Mobile Users

Campus & Branch Users

Devices & Things

WAN

Applications Moved to Not One Cloud, But Many

DC/Private Cloud

SaaS

IaaS
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Campus
X2-5

Branches X100+

Mobile 
Users

X1000s

Resulting in a complex and dynamic network

More user, things and applications, everywhere

DC/Private Cloud

SaaS

IaaS

Internet connectivity 
becomes 

business critical
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• Variety of goals:
- Routing: distributed routing algorithms i.e. OSPF (Dijkstra algorithm), BGP, etc

- Isolation: ACLs, VLANs, Firewalls,…

- Traffic engineering: adjusting weights, MPLS,…

• No modularity, limited functionality

• Control Plane: mechanism without abstraction
- Too many mechanisms, not enough functionality

Too many control-plane mechanisms



Example: Dijkstra algorithm (OSPF)



Custom 
Hardware

Custom 
Hardware

Custom 
Hardware

Custom 
Hardware

Custom 
Hardware

OS

OS

OS

OS

OS

Network OS

Feature Feature

Feature Feature

Feature Feature

Feature Feature

Feature Feature

Feature Feature
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The network is changing



Control Program 1

Network OS

1. Open interface to packet forwarding

3. Consistent, up-to-date global network view 2. At least one Network OS
probably many.

Open- and closed-source

Packet
Forwarding 

Packet
Forwarding 

Packet
Forwarding 

Packet
Forwarding 

Packet
Forwarding 

Control Program 2

The network is changing
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Re-inventing the network

1999

IP Telephony 
Patent

2011

ASR 9000 Series
(1st Terabit-

router)

2013

Network 
Convergence System 

(Planet’s Fastest Router)

2014

Application-
Centric 

Infrastructure

2006

TelePresence

1992

Groundbreaking 
Interior Gateway 
Routing Protocol 

patent

2008

Collaboration 
Portfolio

1994

1st major supplier 
of multiprotocol 

products awarded 
ISO 9001 cert.

2009

UCS

1998

1st small office/ 
home/ 

telecommuting cable 
modem

2004

Cisco Carrier 
Routing System 

(CRS-1)

1986

1st multi-protocol 
router, the Advanced 

Gateway Server

2014

Advanced 
Malware 

Protection (AMP) 
Everywhere

1989

Border Gateway 
Protocol (BGP) for 
Service Providers

2005

1st Multiservice 
Firewall (ASA)

2016

Tetration Analytics 
Hyperflex

2017

Cisco Spark 
Board

2018

Cisco SD-WAN 
DNA Center



© 2018  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential

Campus
X2-5

Branches X100+

Mobile 
Users

X1000s

DC/Private Cloud

SaaS

IaaS

Opening up the new Cloud Edge

Cloud Edge
Networking

Cloud 

Security

Every WAN device must become software defined and secure

Inconsistent user experience

Increasing complexity

Greater risk exposure
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Management Plane

Control Plane

Data Plane

APIs

vSmart Controllers

vAnalytics
3rd Party

Automation

vManage

Data Center Campus Branch SOHOCloud

vBond

WAN Edge 

Routers

4GMPLS

INET

Orchestration Plane

Cisco SD-WAN Architecture
The Power of Abstraction
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APPLICATIONS

SDWAN
Cloud IoT.…

Cisco SD-WAN 

Fabric

USERS

DC

IaaS

SaaS

vDC

Analytics

SECURE SCALE OPEN

Cloud Delivered

DEVICES

THINGS

Automation Virtualization

Cisco SD-WAN
Platform for Digital Transformation
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Introducing new Cisco SD-WAN software
Security is foundational 

One console for SD-WAN and network security simplifies management

Integrated Firewall, IPS 
and URL-Filtering on 
SD-WAN platform

Full-Stack 
Security

Branch | Colo 

Faster deployment and 
greater visibility with 

Cisco Umbrella

Cisco 
Umbrella

Simplified Cloud 
Security

Contextual awareness 
for O365 optimization

40% Faster O365 
performance
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Right security, right place. Simplified

SaaS

Data Center/
Private Cloud

Firewall

IPS

URL Filtering

DNS Security

MFA (Duo)

SD-WAN
+

Security

Mobile Users

Devices & Things

Campus & 
Branch Users

IaaS
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Home/Mobile

Protecting workers wherever they are…

Branch/Campus

SDWAN and 
Firewall/IPS/
URL Filtering

Cisco Umbrella

Secure Internet GW

Unified Access
Security

Datacenter/
Private Cloud

Internet/SaaS

IaaS
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40% Faster O365 Performance 

Colocation

Gateway

Data Center

Greater visibility with utilization of all available paths to O365 

Users

Branch/Campus
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The network is the cornerstone 
of digital success or failure 

SDN throughout of the network



Constantly 
protecting

Constantly 
adapting

Constantly 
learning

The new 
network

Support 100x more 
devices, apps, users

Respond instantly to business 
demands with limited 

staff and budget

See and predict issues and 
threats and respond fast

Our vision for the new network
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“Intent-based networking systems 
monitor, identify, and react in real time 

to changing network conditions.” 

– Gartner

Rewriting the networking playbook
with intent-based networking
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Intent-based networking with Cisco

Digital business

Intent Context

Security

Learning

Network

Powered by intent. Informed by context.

SecurityMobile IoT Multicloud
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IoT | SD Access
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“Shadow” Internet of Things 
coming to every business

63M network 
connections 
per second 

by 2020
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Box by box
Manual | Error prone

Automation
Scalable | Simple

Mass scalability   |   User, device, and IoT segmentation   |   Policy-based automation

4
hours

5
minutes

5
hours

5
minutes

ProvisionPolicy2
hours

15
minutes

Design

Automate IoT deployments at scale
Software-Defined Access
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Comparison of total workflow time 

The old method The new method

Total workflow for One deviceFifty devices

25minutes50days11hours
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IoT networking for the extended enterprise

Extended
enterprise

Buildings,
campuses, 
branches

HQ,
data centers

Use cases

Warehouse

Distribution centers

ATMs, kiosks

Outdoor deployments 

Roadways

Airports

Ports

Rail yard

Public safety, first 
responders
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Cisco DNA Center  appliance
Automation software module

Assurance software module

Intent-based network – Cisco DNA components

Cisco DNA Center

Policy Design

Provision Assurance

Router Wireless LAN
controller

Access
point

Switch

Cisco® Identity Services Engine

Cisco DNA ready hardware 
and non Cisco DNA ready 

hardware
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