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Wie is Tucana en wat doen we?

* Pan-Europese leverancier met vestigingen in Belgi€, Frankrijk, Duitsland en
Nederland

» Test-and Meetoplossingen en gerelateerde applicaties/services

* Quality & Performance testing, Protocol diagnostics, Security, Network
Management en Monitoring

e Consultancy, SW ontwikkeling, training, outsourcing, helpdesk en
onderhoud

 Meerdan 25 jaar ervaring......
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De uitdagingen in het datacenter:

* Optimale performance vs. lagere kosten (zowel CAPEX & OPEX)
* Minimaliseren downtime / onderbrekingen

* Zsm signaleren en uitschakelen van security threats

* Optimale zichtbaarheid van het netwerk (geen blindspots)

e Signalerenvan ‘misbruik’ binnen het netwerk

* Flexibiliteit en schaalbaarheid
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Design Driven Networking

Design driven NetWork automatisation
and orchestration %

WaldF

Control

Full Lifecycle & Change Management

Multi Vendor

Enforce

Multi technology (& domains), Traditional,
virtual, SDN

Essentials
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Design Driven Networking

Integration with OSS/BSS Systems and 3d
party applications

Integration with fault management
systems

ITL/TQM Process enforcement

Control
Scheduling
Enforce
Network-, service Network Templates
& IP modeling abstraction
Essentials

Architectu ndardization Procces control Knowledge
designenforcement Management
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Today’s way of Networking

Manual processes

“as deployed” is not “as designed”
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Design Driven Networking

Build, Operate & Maintain networks as designed

“As deployed” = “as designed”
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Networking specific..

0%

of network problems can be traced to configuration errors
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Manual !

0%

of these configuration changes are still done manually
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New approach of network design, building and operation

Instead of manual... @ @ .

?om
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...as deployed
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Core platform components

&%

Build as designed

Build as designed:
e Network-and service modeling
¢ [P management
e Smart templates

Manage:

e Configuration management
e Service management

e Compliance management

Automate:

e Scenarios
Scheduler
Vendor modules
OS upgrades
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Core platform components

&%

Build as designed

Integrate:

e Northbound interface
e |[ntegrations

e Orchestration

Support functions
e Job control, logging, reporting,
monitoring, etc.
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The advantages of Design Driven Networking:

Instead of manual
Design driven changes

Standardisation of networks Pap - | N
Q& = ==E=0E==
First roll out => less mistakes Concept  Design Post Deployment
No unauthorised changes We vote design
: . : , B L g
Quality and Stability => less downtime A '3 = g
Flexible and accurate change management  cnept  Design Post Deployment

VENDOR TO WATCH
NetYCE — January 2014
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The advantages of Design Driven Networking:
Instead of manual

Improve efficiency (less skilled people

needed) i, o0 \ =2 @°
;e =« EESE=.
« Compliance & control & (2 ===S0===
Concept Design Post Deployment
» Self service capabilities
We vote design
* Automation! et
* = .’ — 9
» - =9
Concept Design Post Deployment

Resulting in significant TCO decrease
(average 30-50%!)
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The Unified Visibility Plane

De basis voor optimale security & monitoring

Layered
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De evolutie van network security / monitoring

Stage I: De (buiten)rand

- Stop bedreigingen voordat ze het netwerk

op komen
- Passieve Security aan

Network Security Systems
g o®
e P -

NGFW DS

N N

de binnenkant &
w
Untru Router
Internet
1 T T
.;"\V“,J G
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> &\Li‘h‘ 5 iu 3 |
Virtual Application Web Storage
Desktop Servers Services
Servers
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De evolutie van network security / monitoring

Stage ll: Verdediging in de diepte

Network Security Systems

- Aanvallers zijn al binnen S & &

- Meerdere verdediging o wrs ws

vectoren N
_—

Internet

[

1 J

P G
Virtual Application Web Storage
Desktop Servers Services TU CANA
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De evolutie van network security / monitoring

Stagelll: Layered Security

Network Security Systems

- Plug & Play benadering
i & & &
- Mix van tools - < o > <

NGFW SSL Decrypt NGIPS Web GW
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Virtual Application Web Storage
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De evolutie van network security / monitoring

Meerdere tools inline (daisy chain)
Tools via TAP / SPAN port

Alle data verkeer gaat langs alle
actieve security / monitoring tools
Geen loadbalancing mogelijkheden

Geen failsafe / powersave mode
beschikbaar?

9
9

Zijn ‘Single points of failure’
Waarschijnlijk opstoppingen op
de poort en via SPAN port geen
prioriteit

Waarschijnlijkheid van overbe-
lasting van de tool, onnodig gebruik
resources

Gebruik van tools met dezelfde
functieis vaak niet mogelijk
Kun je instellen wat er moet
gebeuren als een specifieke tool
in storing gaat?

(Data verkeer doorlaten of

blokkeren?)
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De evolutie van network security / monitoring

Samenvoegen van meerdere input
lijnen

Wat te doen, wanneer je de lijn
(bandbreedte) upgrade?
(1Gb => 10Gb / 10Gb => 100Gb)

Geen mogelijkheden om een kopie
van het data verkeer op te slaan,
voor bijvoorbeeld voor forensische
doeleinden

Schaalbaarheid van de tools?

9

->

Kans op ‘packetloss’ wanneer je
lijnen samenvoegt.

Onnodige (vroege) vervanging
security / monitoring tools,
doorincompatibele interfaces?

Geen volledige zichtbaarheid,
(packetloss), of enkel op te slaan
op dure opslagruimte van de tool
fabrikant

Vervanging door grotere (duurdere)

tools _
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De evolutie van network security / monitoring
VSS Layered Security Solution

- Voorkomen van silo vorming, door etwork security Systems
het bieden van ongeévenaarde S B DS O
zichtbaarheid van het data verkeer R
naar de security infrastructuur Mt N
- Maakt security systems tool _k,;;;,;,' - mmke,.vma@
chaining mogelijk, waardoor de -
gehele infrastructuur performance
verbetert. [
¥ o ¢
Virtual Application Web Storage
o e e ETUCANA
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De evolutie van network security / monitoring

Hoge Performance, Uitgebreide, Kosten-effectieve NPB Functies

PCAP Direct to Storage

Active Tool Chaining Control/UserPlane

] ) ) Filtering & Balancing
Inline Active Forwarding

L5-L7 DP Filtering

Mesh Stacking over LAN
Inner L3/L4 Filtering

Virtual Access Control & Balancing

NPB Management Fragment Reassembly

Deduplication

Open XML API
TCP Tunneling over WAN

Microburst Protection*

Protocol Stripping/

Trigger Policies De-encapsulation

Flow-aware Balancing Conditional Slicing

[ By-Pass ] - L2-L4 Filtering Port & Time Stamping

Tapping Selective Aggregation Microburst Detection

Access Base Traffic Handling

FUNCTIONALITIES

Advanced Traffic Manipulation

ETUCANA

Masters in Measurement



De evolutie van network security / monitoring

The Network Visibility Gap: Eliminated

Network

Rapid growth
Rapid change
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Monitoring Systems

Increasing variety
Increasing specialization

Active Tool Layer

SSL
Appliance

Data Loss
Prevention

Lawful
Intercept

Secure Web Next Gen Intrusion
Gateway Firewall Prevention System

Passive Tool Layer

Application Network
Performance Monitoring Behavior Analysis
Intrusion Forensics

Detection System
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Tucana Telecom N.V./S.A.

Mireausstraat 10
B-2018 Antwerp
Belgium

Tel +32 323 76 326
Fax+32 32161587

www.tucana.com
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Bedankt voor uw aandacht

Tucana Telecom S.A.S.
129 - 137 Bouleverd Carnet
F-78110 Le Vésinet

France

Tel +33 130 09 20 90
Fax+33130091061

Tucana Telecom GmbH
Ickstattstrasse 1

D-80469 Munich
Germany

Tel +49 89 54 03 09 69

Fax +49 89 54 03 09 59

Tucana Telecom B.V.
Minervum 7446K
NL-4817 ZG Breda
Netherlands

Tel +31 76 57941 11
Fax+31 76 581 16 19

info@tucana.com
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