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Mischa van der Vliet RE

Register EDP-auditor (RE)
Lead auditor 27001/9001/14001/20000
>250 Assurance audits
>500 ISO audits
ISO audits: former owner of DigiTrust

But: not the expert!  Open discussion to enforce knowledge development 
among us all. Trying to combine ISO27001 and SOC2 environments. 



Programma

19.30-20.15 Deepdive ISO27001
20.15-21.00 Deepdive SOC2

https://www.youtube.com/watch?v=AICj_2HvniQ

https://www.youtube.com/watch?v=AICj_2HvniQ


1. Deepdive 27001:2022







How many organizations have worldwide 
ISO27001?

How many in the NL?

Which ISO number 1, 2 and 3 worldwide?







The International Accreditation Forum (IAF) is a worldwide 
association of accreditation bodies and other bodies 
interested in conformity assessment in the fields of 
management systems, products, processes, services, 
personnel, validation and verification and other similar 
programmes of conformity assessment.





1 vertegenwoordiger per land



ISO17021

ISO27006

MD1: Multi 
site

MD2: transfer

MD4: ICT in 
auditing

MD5: 
audttime

MD11: 
Integration

MD12: More 
countries

BR002-
BR012

D, QA,R, VR 
docs

ISO27001

CustomerCB



5. Algemene eisen
5.1 Rechts- en contractuele aangelegenheden
5.2 Management van onpartijdigheid
5.3 Aansprakelijkheid en financiering
6 Structurele eisen
6.1 Organisatiestructuur en directie
6.2 Operationele beheersing
7 Eisen in verband met de middelen
7.1 Competentie van het personeel
7.2 Personeel dat betrokken is bij de certificatieactiviteiten
7.3 Inzetten van individuele externe auditoren en externe technische deskundigen
7.4 Registraties in verband met het personeel
7.5 Uitbesteding
8 Eisen aan informatie
8.1 Openbare informatie
8.2 Certificatiedocumenten
8.3 Verwijzing naar certificatie en gebruik van merken
8.4 Vertrouwelijkheid
8.5 Informatie-uitwisseling tussen een certificatie-instelling en haar klanten
9 Proceseisen
9.1 Activiteiten voorafgaand aan certificatie
9.2 Audits plannen
9.3 Initiële certificatie
9.4 Audits uitvoeren
9.5 Certificatiebeslissing
9.6 Voortzetting van certificatie
9.7 Beroep
9.8 Klachten
9.9 Klantregistraties
10 Managementsysteemeisen voor certificatie-instellingen
10.1 Opties
10.2 Optie A: Algemene managementsysteemeisen
10.3 Optie B: Managementsysteemeisen volgens ISO 9001IS
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SOC 2
 



System and Organization controls (SOC)

IT-auditors met passie

https://www.youtube.com/watch?v=41v83rfTkps   

https://www.youtube.com/watch?v=41v83rfTkps


Reasons for an assurance report

These reports can play an important role in:
• Oversight of the organization.
• Vendor management programs.
• Internal corporate governance and risk management processes.
• Regulatory oversight.
• Riskmanagement.
• Demand from customers!

IT-auditors met passie



Kind of SOC reports

SOC 1 — SOC for Service Organizations. Service organizations may provide services that 
are relevant to their user entities' internal control over financial reporting and, therefore, to 
the audit of financial statements. (SSAE18/AT-C 320)

SOC 2 — SOC for Service Organizations: Trust Services. Service organizations may provide 
services that are relevant to Security, Availability, Processing Integrity, Confidentiality or 
Privacy. (AT-C 205)

SOC 3 — SOC for Service Organizations: Trust Services Criteria for General Use Report. 
Although the requirements and guidance for performing a SOC 3 examination are similar to 
those for a SOC 2 examination, the reporting requirements are different. (AT-C 205)

IT-auditors met passie



3402SOC2
ISAE 3402: Financial driven processes (is IT financial?)

Well known in het market
No standard controls, based on risks

SOC2: Security driven
Less know, but in progress
Standard controls based on TSC 100:2020
5 areas (TSC)
Only a CPA allowed to make a ‘real’ SOC2
In the EU: ISAE3000 SOC2 by a RE or RA

IT-auditors met passie



SOC 3SOC 2

SOC 3: unqualified opinion
Type 2
No section 4 + 5
wide range of users
Can be put on the website
ISAE3000 

IT-auditors met passie



Type 1 or Type 2?

Similar to a SOC 1 report, there are two types of reports: 

1. A type 1 report on management’s description of a service organization’s system and 
the suitability of the design of controls. 

2. A type 2 report on management’s description of a service organization’s system and 
the suitability of the design and operating effectiveness of controls.

Use of these reports are restricted (not for a SOC 3).

IT-auditors met passie



IT-auditors met passie

Trust Service Category



SOC 2

Report on Controls at a Service Organization Relevant to Security, Availability, Processing 
Integrity, Confidentiality or Privacy.

These reports are intended to meet the needs of a broad range of users that need detailed 
information and assurance about the controls at a service organization relevant to security, 
availability, and processing integrity of the systems the service organization uses to 
process users’ data and the confidentiality and privacy of the information processed by 
these systems. 

IT-auditors met passie



SOC 2 in NL

SOC2 ® brand is forbidden.
ISAE3000A Assurance report.
Title: System and Organization Controls report.
Under Dutch law.
Not a guideline (richtlijn), but a guide (handreiking)!
Knowledge necessary of: DC200, TSP100, SOC2 © guide
A ‘real’ SOC2 ® only by a CPA under AICPA.
AT-C section 205 = ISAE3000

IT-auditors met passie
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Compilation of TSC100



IT-auditors met passie

Process



IT-auditors met passie

Timeline



Scope: boundaries

• (a) across an entire entity; 
• (b) at a subsidiary, division, or operating unit level; 
• (c) within a function relevant to the entity’s operational, reporting, 

or compliance objectives; or 
• (d) for a particular type of information used by the entity.

IT-auditors met passie



Scope: which category

• Security. Information and systems are protected against unauthorized access, unauthorized 
disclosure of information, and damage to systems that could compromise the availability, 
integrity, confidentiality, and privacy of information or systems and affect the entity’s ability 
to achieve its objectives.

• Availability. Information and systems are available for operation and use to meet the entity’s 
objectives.

• Processing integrity. System processing is complete, valid, accurate, timely, and authorized 
to meet the entity’s objectives.

• Confidentiality. Information designated as confidential is protected to meet the entity’s 
objectives.

• Privacy. Personal information is collected, used, retained, disclosed, and disposed of to 
meet the entity’s objectives.

IT-auditors met passie



IT-auditors met passie

Compilation of the Common Criteria



Organization of the Trust Services Criteria

IT-auditors met passie



Points of focus
• The TSC100 presents points of focus for each criteria.
• The points of focus represent important characteristics of the criteria.
• The points of focus may assist management when designing, implementing, and operating controls.
• The points of focus may assist both management and the practitioner.
• Some points of focus may not be suitable or relevant to the entity or to the engagement to be performed.
• In such situations, management may customize a particular point of focus or identify and consider other 

characteristics based on the specific circumstances of the entity.
• Use of the trust services criteria does not require an assessment of whether each point of focus is addressed.

IT-auditors met passie



Reporting Title (nl)

[Name of the service organization] 
[Short description of the service] 
[Date of the report in case of a type I report] 
[The reporting period in case of a type II report] 

SOC2® Rapport!!

Relevant to Security [followed by one or more principles: Availability, 
Processing Integrity, Confidentiality and/or Privacy]. 

IT-auditors met passie



Reporting Content (nl)

• Type 1 or 2
• No minimum periode for the type 2 (3 months suggested).
• Same structure as a 3402:

• I: management
• II: IT-auditor
• III: System
• IV: Results
• V: Other information

• Readers who understand the content.

IT-auditors met passie



I: management Statement
Management’s description of the service organization’s system fairly presents the service 
organization’s system that was designed and implemented as of a specific date or throughout 
the specified period (type I and type II respectively), based on the criteria in [refer to the 
chapter, paragraphs or page numbers]; 

The controls stated in management’s description of the service organization’s system were 
suitably designed to meet to the applicable criteria (TSP section 100) as at a specific date or 
throughout the specified reporting period (type I and type II respectively); 

The controls stated in management’s description of the service organization’s system operated 
effectively throughout the specified period to meet the applicable criteria (TSP section 100) 
(type II report)

IT-auditors met passie



II Independent service auditor’s assurance report 

Use of the word ‘independent’ in the title of the section containing the assurance report 
• Scope of the engagement (including subservice organizations, user entity control 
considerations and / or other information)  
• The comment that management is responsible for the description of the service 
organization’s system; 
• The comment that the engagement is performed in agreement with ISAE 3000, and for Dutch 
use in agreement with Richtlijn 3000A.  
• The opinion: 
 o Fairness of the description 
 o The suitability of the design of controls; and 
 o In a type II report, the operating effectiveness of the controls. 

IT-auditors met passie



II Deviations
The basis for evaluating materiality is whether a typical user entity or their auditor would 
change their actions had they been made aware of the exception. 

Four kinds of exceptions:
1. Exceptions that are clearly inconsequential
2. Exceptions that do not result in the evaluation of the control as ineffective but that may be 

considered relevant to a user
3. Exceptions that require additional testing 
4. Exceptions that result in the conclusion that the control did not operate effectively 

throughout the specified period, resulting in the evaluation of the control as ineffective.

IT-auditors met passie



II Conclusions

1. Unqualified opinion (only in this case a SOC3 is possible)
2. Qualified opinion (beperking)
3. Adverse opinion (afkeurend)
4. Disclaimer of opinion (onthouding)

IT-auditors met passie



III Service organization’s description of its system 
• The components of the system description as required are as follows: 

• The types of services provided; 
• The main service commitments and system requirements; 

• The components of the system necessary for the provision of the service, consisting of:
o Infrastructure.
o Software.
o People.
o Procedures.
o Data.

• In the case of identified incidents which are the consequence.
• The applicable criteria and any related internal controls.
• If applicable, the necessary Complementary User Entity Controls (CUECs).
• If the use of a sub-service organization and the internal objectives of the sub-service 

organization.
• Any of the trust service criteria that is not relevant for the system and the reason why the criteria 

are indicated are not relevant. 
• Relevant details of the significant changes relevant details of the significant changes to the 

system and the internal controls to the system and the internal controls (T2)
IT-auditors met passie



III (sub)Sub-service organisations
The inclusive method is applied: 

 A description of the services provided by the sub-service organization; 
 The necessary internal controls of the sub-service organization to achieve the objectives of 

the service organization; 
Relevant aspects of the infrastructure, software, people, procedures and data of the sub-

service organization; 
 Relevant parts of the systems that are the responsibility of the subservice organization. 

The carve-out method is applied:  
 A description of the services provided by the sub-service organization.  
Each of the trust service criteria which need to be achieved through the internal controls of 

the sub-service organizations.  
 The internal controls that need to be implemented by the sub-service organization achieve 

the objectives of the service-organizations. 

IT-auditors met passie



IV The principles, criteria, related controls, tests 
of controls including conclusion

- Principles and the associated criteria.
- Service organization control activity.
- The test approach. 
- The test results per criteria. 

IT-auditors met passie



V Other information provided by the service 
organization which is not assessed by the service 
auditor.
- Future plans for new systems. 
- A plan to remediate any exceptions noted in the report. 

IT-auditors met passie
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Recap: In common

ISO 27001 en SOC 2

1. Security focus

2. External demonstration of trust

3. Overlapping controls:
 Risk management
 Data access management
 Physical security
 Awareness

4. Both have a set of controls

….

IT-auditors met passie



Recap: Difference

54

ISO 27001 SOC2

Focus on PDCA and improvement Focus on assurance

Certificate Report (no SOC2 logo)

Wide range of controls Fewer controls

Timeline 6-12 months (PDCA) Timelines more fluid

Short audittime Long audittime

High over audit In depth audit (espescially type 2)

More afforable More expensive

LA-27001 and a CI RA and RE

For CI procedures to the millimeter High level procedures: big difference in Q

…. ….

IT-auditors met passie



SOC2 or ISO27001? 

55

- Demand for assurance is growing

- Impact of Ai-act and Cybersecurity act

- Is SOC2 and ISO27001 not outdated? And is AI the successor?

IT-auditors met passie



ProCertify b.v.
Van der Houven van Oordtlaan 2
7316 AH Apeldoorn

t. 088-2028787

info@procertify.nl
www.procertify.nl
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